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JURISDICTIONAL STATEMENT

Plaintiffs’ jurisdictional statement is complete and correct. See Circuit Rule 28(b); Baez-

Sanchez v. Sessions, 862 F.3d 638 (7th Cir. 2017). While Defendant agrees that the Court has

jurisdiction to hear this appeal, Defendant contested subject matter jurisdiction below and also

does so in this Court. See Defs. Docketing Statement (Seventh Circuit ECF No. 6); Muratoski v.

Holder, 622 F.3d 824, 829 (7th Cir. 2010) (“We have the authority . . . in every case to assess

our own jurisdiction.”).

ISSUES PRESENTED

1. Whether the district court correctly held that Plaintiff Winstead failed to state a

claim under the Illinois Consumer Fraud and Deceptive Business Practices Act (“ICFA”) where

“actual damage” “as a result of a violation of the Act” are essential elements of an ICFA claim,

but Winstead alleged none. Winstead alleged only that she incurred credit monitoring expenses

but (a) conceded she purchased the credit monitoring service before the data breach at issue here,

and, in any event, (b) credit monitoring to prevent future injuries is not a legally cognizable loss

under the ICFA.

2. Whether the district court correctly held that Plaintiff Dieffenbach failed to state a

claim under California’s Unfair Competition Law (“UCL”) and Customer Records Act (“CRA”),

where those statutes require a showing of “lost money or property” or “damages,” but

Dieffenbach alleged none. Dieffenbach alleged only inconvenience and delay from canceling her

debit card but (a) provided only conclusory facts about the inconvenience and delay, and, in any

event, (b) inconvenience and delay are not legally cognizable losses under those statutes.

3. Whether Plaintiffs adequately alleged an injury-in-fact to support Article III

standing.
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INTRODUCTION

More than five years ago, four Plaintiffs initiated this putative class action after Barnes &

Noble disclosed that it had been the victim of a PIN pad skimming scheme, whereby unknown

criminals tampered with certain payment card scanning devices. In the half-decade since, not one

of those Plaintiffs has been able to allege that they suffered any actual damages or injury as a

result of the incident. Two different district court judges—after giving Plaintiffs numerous

opportunities to amend their complaint—have dismissed this case three separate times. Despite

the numerous opportunities to cure the deficiencies of their pleading, Plaintiffs failed ever to

assert any losses, much less any that were plausibly related to the incident.

In the final, and operative, complaint, two of the original four Plaintiffs simply dropped

their claims and walked away from the litigation. SA 29. The remaining two rest this entire

appeal on two conclusory paragraphs in the complaint. Plaintiff Winstead alleges that she

continued to incur credit monitoring expenses for a service that she had purchased before the

PIN pad incident, and Plaintiff Dieffenbach alleges that she experienced inconvenience and

delay cancelling her debit card after she learned of the incident.

The district court properly held that, even if the Plaintiffs had alleged enough to establish

Article III standing, they had not come close to being able to allege “actual damages” or a loss of

“money or property” necessary to state a claim under their Illinois and California causes of

action. Both Plaintiffs included only barebones conclusory allegations, and, in any event, courts

have repeatedly held that expenses incurred to mitigate a speculative future harm, and the delay

and inconvenience from replacing credit and debit cards, are not actionable economic losses

under the statutes relied on by the Plaintiffs. In short, the court explained, “[i]f Plaintiffs did have

injuries that could ground their claims for relief, they have been given ample opportunity to bring
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those to the Court’s attention.” SA 31. Yet Plaintiffs failed ever to do so, and so the district court

finally dismissed this case with prejudice. This Court should affirm.

STATEMENT OF THE CASE

The 2012 Data Breach, the Initial Lawsuits, and the Consolidated ComplaintA.

In September 2012, Defendant Barnes & Noble, Inc. discovered that unknown criminals

had tampered with PIN pad payment card readers in 63 Barnes & Noble stores located in nine

states. SA 11, 28. On October 24, 2012, Barnes & Noble announced to the public that these so-

called “skimmers” could have potentially stolen credit and debit card information from the

affected locations. Id. at 2, 11, 28.

Just five days after Barnes & Noble’s announcement, Plaintiff Susan Winstead brought a

putative class action against Barnes & Noble in the United States District Court for the Northern

District of Illinois. ECF No. 13. Soon thereafter, Ray Clutts and Jonathan Honor brought a

similar action in the same court, and Plaintiff Heather Dieffenbach filed a similar action in the

United States District Court for the Northern District of California. Id. All Plaintiffs alleged that

they were customers of impacted Barnes & Noble stores in Illinois or California during the

period of the PIN pad incident. SA 11, 28. By agreement of the parties, the cases were

consolidated before Judge John W. Darrah. ECF No. 24. On March 25, 2013, Plaintiffs filed a

Consolidated Complaint. ECF No. 39.

Dismissal of the Consolidated Complaint for Lack of StandingB.

In the Consolidated Complaint, Plaintiffs sought to represent a “9-State Class” covering

all persons who made a purchase and swiped a payment card at a PIN pad in one of the impacted

stores between November 1, 2010 and September 14, 2012. Cons. Compl. ¶ 72 (ECF No. 39).

Plaintiffs asserted five state-law causes of action: (1) breach of implied contract; (2) violation of

the Illinois Consumer Fraud and Deceptive Business Practices Act (“ICFA”), 815 ILCS § 505/1,
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et seq.; (3) violation of California’s Unfair Competition Law (“UCL”), Cal. Bus. & Prof. Code §

17200, et seq.; (4) violation of California’s Customer Records Act (“CRA”), Cal. Civ. Code §

1798.80, et seq.; and (5) invasion of privacy. Cons. Compl. ¶¶ 85-143 (ECF No. 39).

Barnes & Noble moved to dismiss, asserting both that Plaintiffs lacked Article III

standing under Federal Rule of Civil Procedure 12(b)(1) and, independently, that Plaintiffs also

had failed to state a claim upon which relief could be granted under Rule 12(b)(6).

The district court found that three of the four Plaintiffs alleged no fraudulent activity on

their credit or debit cards, and alleged only speculative losses from the data breach. SA 5-9. As

for the fourth Plaintiff, the court noted that, at most, Winstead had alleged a (reimbursed)

fraudulent charge on her credit card that occurred after the data breach, but did not allege facts

showing any injury from the fraudulent charge or even that the charge was related to the

skimming incident. Id. at 9-10. The court also rejected Plaintiffs’ theory that they “overpaid for

the products and services purchased from Barnes & Noble, because they were paying for the

security measures Barnes & Noble was supposed to employ to protect credit and debit

transactions” finding “Plaintiffs’ argument is not persuasive, particularly as Plaintiffs have not

pled that Barnes & Noble charged a higher price for goods whether a customer pays with credit,

and therefore, that additional value is expected in the use of a credit card.” Id. at 9.

The court accordingly dismissed the case for lack of standing, and found it “unnecessary

to consider Defendants’ arguments under Fed. R. Civ. P. 12(b)(6).” SA 10. Still, the court

granted Plaintiffs the opportunity to cure the deficiencies through an amended pleading. ECF No.

58.

Dismissal of the First Amended Complaint for Failure to State a ClaimC.

In September 2013, Plaintiffs filed their First Amended Complaint, making diminutive

changes to the original pleading. ECF No. 58. Barnes & Noble renewed its motion to dismiss on
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both standing and failure to state a claim grounds, and Judge Andrea R. Wood proceeded to

dismiss this action for a second time. SA 11-27.1

With regard to standing, the district court concluded that Plaintiffs had met their burden

in light of this Court’s intervening decision in Remijas v. Neiman Marcus Group, LLC, 794 F.3d

688 (7th Cir. 2015). SA 15. Nevertheless, the district court held that Plaintiffs had failed to

plausibly state a claim under Rule 12(b)(6). Id. at 27.

The court observed that the “Amended Complaint charges the same five causes of action

as the Original Complaint and also pleads virtually identical facts. In fact, of the 143 paragraphs

included in the Amended Complaint, only six of them include factual allegations that were not

included in the Original Complaint.” Id. at 12-13. As relevant here, those minor changes

included a new allegation about Winstead’s alleged harm from the breach: “Prior to the Security

Breach, Winstead subscribed to identity protection monitoring services from Identity Guard at a

cost of $16.99 per month. Winstead continued with and continues to subscribe to this identity

protection monitoring service, in part, because of the Security Breach.” First Am. Compl. ¶ 18

(ECF No. 58); SA 13. Plaintiffs also supplemented their allegations concerning their

“overpayment” theory of injury: “On information and belief, the cost to Barnes & Noble of

collecting and safeguarding PII [personal identifying information] is built into the purchase price

of all of its products sold at its stores, regardless of whether a product is purchased via cash,

credit card, or debit card.” First Am. Compl. ¶ 71 (ECF No. 58); SA 13.

The court dismissed Winstead’s claims because she did “not plausibly allege damages

attributable to that [data] breach.” SA 20. As the court explained, “Winstead subscribed [to]

1 The court reassigned the case to Judge Wood as part of standard case reassignment processes.
ECF No. 66.
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data protection services even before the Barnes & Noble data breach, and only renewed the

services ‘in part’ due to the Barnes & Noble breach.” Id. Further, the court rejected Plaintiffs’

overpayment theory because Plaintiffs had not alleged facts plausibly demonstrating any

overcharge: “[W]here defendants charged the same price whether or not they obtain personal

information from the plaintiff, the ‘value’ of that information cannot be found to be plausibly

factored into the sale price.” Id. at 19. The court also noted that, as a matter of law, “Remijas

specifically cast doubt on whether such [overpayment] harms would be sufficient even to

establish standing, much less to establish out of pocket losses.” Id.

The court additionally dismissed Dieffenbach’s California state law claims. The court

dismissed her CRA claim because the First Amended Complaint “fail[ed] to plead facts that

would establish [] a causal connection” between the delay in reporting the data breach “and any

damages suffered by Dieffenbach.” Id. at 25. And the court dismissed the UCL claim for

“fail[ing] to allege any out of pocket or economic damages to any Plaintiff, Dieffenbach

included.” Id. at 26.

The court also went claim-by-claim, injury-by-injury dismissing all of the four Plaintiffs’

remaining claims. Id. at 17-27. Again, however, the court gave Plaintiffs the opportunity to try to

cure the deficiencies through an amended pleading. ECF No. 129.

Dismissal of the Second Amended Complaint for Failure to State a ClaimD.

In October 2016, Plaintiffs filed their Second Amended Complaint, ECF No. 132, which

was their fourth attempt at a viable pleading (factoring in the initial complaints filed before

consolidation). The new pleading was largely the same as its predecessors except that two of the
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four Plaintiffs (Clutts and Honor) simply dropped out of the case without explanation, SA 29,

and the remaining Plaintiffs made two changes with respect to their alleged injuries.2

First, Winstead attempted to shore up her insufficient credit monitoring allegations via

some wordsmithing. The redline of her changes follows here:

Prior to the Security Breach, Winstead subscribed to identity
protection monitoring services from Identity Guard at a cost of
$16.99 per month. Winstead continued with and continues to
subscribe to this identity protection monitoring service, in part,
because of the Security Breach. In 2012, at the time Winstead
became aware of the Barnes & Noble breach and fraudulent use of
her credit card, Winstead was planning on cancelling her credit
monitoring coverage. The Security Breach and the impact on her
was a decisive factor in her renewal of her credit monitoring
service.

Compare First Am. Compl. ¶ 18 (ECF No. 58) with Second Am. Compl. ¶ 17 (ECF No. 132).

Second, Dieffenbach added a new paragraph about her purported injuries:

As a result of the Security Breach, Dieffenbach’s bank account was
put on hold due to suspected fraud that removed money from her
account. Dieffenbach was unable to make purchases for a few days
and had to wait three days for money to be returned to her account.
Dieffenbach had to wait seven days for delivery of a new debit card
to replace her compromised one. Dieffenbach also spent a number
of hours with police, filing a police report on the incident, and with
bank employees sorting out the fraud on her account. The time she
spent on her cellular phone with bank representatives counted
against her minutes on her telephone plan. Dieffenbach has suffered
emotional distress from the Security Breach, including, among other
things, anxiety. Dieffenbach has also suffered from the deprivation
of the value of her PII and the lost benefit of the bargain.

Second Am. Compl. ¶ 13 (ECF No. 132).

2 Honor was omitted altogether from the Second Amended Complaint, and Clutts voluntarily
dismissed his claims shortly after Plaintiffs filed that complaint. SA 29. Plaintiffs also dropped
their invasion of privacy claim. Id. Additionally, Dieffenbach’s CRA claim no longer relied on
a theory of untimely notice, which the court had dismissed for failing to plausibly allege
causation, and instead asserted that Barnes & Noble failed to maintain reasonable security
measures. Id. at 30 & n.2.
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In June 2017, the district court dismissed this action again for failure to state a claim. SA

28-31. The court observed that the Second Amended Complaint was largely the same as its

predecessor except for “add[ing] factual allegations regarding Dieffenbach’s and Winstead’s

injuries” that were still insufficient to state viable claims. Id. at 29. The court thus reaffirmed its

prior dismissal for the allegations that had gone unchanged, and found the new Winstead and

Dieffenbach paragraphs too flimsy to salvage their case. Id. at 30. This appeal followed.

SUMMARY OF ARGUMENT

The district court correctly held—under the particular facts alleged in this case—that

Plaintiff Winstead failed to plead a viable claim under the ICFA, and that Plaintiff Dieffenbach

failed to plead a viable claim under the UCL or CRA.

I. The district court correctly held that Winstead failed to allege facts sufficient to

state a claim under the ICFA for two independent reasons. First, Winstead conceded that she

secured her credit monitoring services before the 2012 PIN pad incident and thus she could not

plausibly allege that the cost of those services was “as a result of” the incident. Second, “even if

Winstead’s decision [to renew credit monitoring] was made solely on the basis of the security

breach, it still would not be redressable as it is not an actual injury” under the ICFA. SA 31; see,

e.g., In re Michaels Stores Pin Pad Litig., 830 F. Supp. 2d 518, 526 (N.D. Ill. 2011) (“[U]nder

the ICFA, a plaintiff does not suffer actual damage simply because of the increased risk of future

identity theft or because the plaintiff purchased credit monitoring services.”); Moyer v. Michaels

Stores, Inc., No. 14 C 561, 2014 WL 3511500, at *7 (N.D. Ill. July 14, 2014) (dismissing ICFA

and breach of contract claims because the “purchase of credit monitoring protection . . . falls

short of constituting an economic injury under Illinois law”).
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II. The district court correctly held that Dieffenbach failed to allege facts sufficient to

state a claim under California’s UCL or CRA for two independent reasons. First, Dieffenbach—

who conceded that the bank reimbursed her debit card in just three days—failed to “set forth any

allegations about how [she] suffered monetary injury due to the inconvenience of not being able

to access [her] accounts,” and her conclusory allegations were insufficient. SA 30. Second, any

delay and time spent “responding to the unauthorized charges” fails to state any actionable

economic loss. E.g., Dugas v. Starwood Hotels & Resorts Worldwide, Inc., No. 3:16-CV-00014,

2016 WL 6523428, at *11 (S.D. Cal. Nov. 3, 2016).

Plaintiffs largely ignore these specific pleading failures. Instead, they urge this Court to

second-guess the district court that allowed them to repeatedly amend their complaint to cure the

deficiencies. Beyond that, Plaintiffs argue that, because the district court found that they had

adequately pled Article III injuries-in-fact, they necessarily stated a plausible claim for actual

damages under state law. That confuses the injury requirement for Article III standing and the

requirement to plead monetary damages as an element of Plaintiffs’ state law claims. See

Pisciotta v. Old Nat’l Bancorp, 499 F.3d 629, 639 (7th Cir. 2007) (finding standing, but

affirming Rule 12(b)(6) dismissal of Indiana state law data breach claims because “[w]ithout

more than allegations of increased risk of future identity theft, the plaintiffs have not suffered a

harm that the law is prepared to remedy”). As the Eighth Circuit recently held when affirming a

Rule 12(b)(6) dismissal of a data breach case seeking credit monitoring costs, “it is crucial . . .

not to conflate Article III’s requirement of injury-in-fact with a plaintiff’s potential causes of

action.” Kuhns v. Scottrade, Inc., -- F.3d --, 2017 WL 3584046, at *3 (8th Cir. Aug. 21, 2017)

(citation omitted).
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III. As for Article III standing, the district court found that Plaintiffs adequately

alleged injury-in-fact under this Court’s decision in Remijas v. Neiman Marcus Group, LLC, 794

F.3d 688 (7th Cir. 2015). SA 15-17; id. at 29. Since Remijas, numerous courts have found this

Court’s decision inapplicable to circumstances like those here. And several courts have found

Remijas inconsistent with the Supreme Court’s decision Clapper v. Amnesty Int’l USA, 133 S.

Ct. 1138 (2013), and there is currently a circuit conflict on the questions. Respectfully, Barnes &

Noble urges the Court to find that Plaintiffs lacked standing under Remijas. If the Court finds

Remijas does establish Plaintiffs’ standing here, it should nevertheless affirm the district court’s

dismissal of the action under Rule 12(b)(6). But if the Court finds dismissal unwarranted under

Rule 12(b)(6), Defendant respectfully submits that Remijas was wrongly decided, and may seek

en banc and/or Supreme Court review to address the standing questions that have divided the

circuit courts.

STANDARD OF REVIEW

This Court “review[s] de novo a district court’s decision granting a motion to dismiss

under Rule 12(b)(6), accepting all well-pleaded factual allegations in the complaint as true and

drawing all reasonable inferences in favor of the appellants. To avoid dismissal, the complaint

must ‘state a claim to relief that is plausible on its face.’” Heng v. Heavner, Beyers & Mihlar,

LLC, 849 F.3d 348, 351 (7th Cir. 2017) (internal citations omitted). The Court reviews de novo

whether a plaintiff has established Article III standing. Reid L. v. Ill. State Bd. of Educ., 358 F.3d

511, 515 (7th Cir. 2004).
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ARGUMENT

The District Court Correctly Held That Winstead Failed to State an ActionableI.
Claim Under the ICFA

Plaintiffs concede that in order to state a claim under the ICFA, a plaintiff must allege (a)

“actual damage” that is (b) “as a result of a violation of the Act.” Pls. Br. 15 (quoting 815 ILCS

505/10a). Winstead does neither. Winstead asserts only that she had purchased a credit

monitoring subscription before the PIN pad incident, and that the incident was “a decisive

factor” in her decision to continue that service. The district court correctly held that this was not

plausible and, in any event, that credit monitoring to prevent future harm is not “actual damage”

under the ICFA.3 This Court should affirm.

Winstead Purchased Credit Monitoring Before the Data Breach and AnyA.
Credit Monitoring Expenses Thus Were Not “As a Result Of” the Breach

The district court originally held that the “[First] Amended Complaint does not plausibly

allege damages attributable to that [data] breach” because “Winstead subscribed [to] data

protection services even before the Barnes & Noble data breach, and only renewed the services

‘in part’ due to the Barnes & Noble breach.” SA 20; see First Am. Compl. ¶ 18. Winstead

therefore made the decision to purchase those credit monitoring services, and to continue

purchasing those services, for reasons unrelated to the PIN pad incident. The only connection

Winstead could muster was that the PIN pad incident informed “part” of her decision, but not

that it actually made any difference.

3 Winstead’s opening brief does not challenge the district court’s dismissal of her breach of
contract claim. Pls. Br. 11-16 (challenging only the ICFA claims). Additionally, Winstead does
not challenge the district’s decision rejecting her other purported injuries, including
“unauthorized disclosure of [her] PII,” “deprivation of value of Plaintiffs’ PII,” “anxiety and
emotional distress,” benefit of the bargain, or any other alleged injuries. SA 29. Winsted has
thus waived those arguments. Wachovia Sec., LLC v. Banco Panamericano, Inc., 674 F.3d 743,
758 (7th Cir. 2012) (“[B]ecause appellants did not raise this issue in their opening briefs, they
waived any argument on this ruling.”).
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In the Second Amended Complaint, Winstead tried a semantic sleight-of-hand to obscure

this dispositive admission. She removed the “in part” language from her pleading, and added an

assertion that the data breach was “a decisive factor” in her renewing the credit monitoring

service. Second Am. Compl. ¶ 17 (ECF No. 132) (emphasis added). Winstead did not clarify the

difference between “in part” or “a decisive factor.” Clearly, she could not bring herself to allege

that the Barnes & Noble incident was “the decisive factor” or that she would not have continued

to purchase the services but for the incident. The district court correctly held that the “change in

phrasing does not save Winstead’s claim.” SA 31.

“Determining whether a complaint states a plausible claim for relief [is] . . . a context-

specific task that requires the reviewing court to draw on its judicial experience and common

sense.” Ashcroft v. Iqbal, 556 U.S. 662, 679 (2009). The district court drew on both experience

and common sense to find that the amendment was just word-play. “A decisive factor” was just

another way of saying “in part,” and Winstead did not even attempt to distinguish these two

terms. The obvious import of the careful wording (coming in the fourth attempt to plead a viable

complaint) was that some other, unrelated incident motivated Winstead to purchase and then

renew her credit monitoring services. There was an “obvious alternative explanation”—a

separate determinative factor—for continuing the preexisting credit monitoring service. Bell Atl.

Corp. v. Twombly, 550 U.S. 544, 567 (2007).

Winstead suggests that it was improper for the district court to address causation “at the

pleading stage” because “[c]ausation or proximate causation are normally questions that a jury

must decide.” Pls. Br. 16. But courts routinely dismiss actions at the pleading stage for failure to

plausibly allege that the defendant’s conduct caused the plaintiff’s harm. E.g., W. Bend Mut. Ins.

Co. v. Schumacher, 844 F.3d 670, 679 (7th Cir. 2016) (“The district court correctly concluded
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that the allegations that deal with the substance of the underlying compensation claim and

defense fall short of that standard because they provide no plausible description as to how the

attorney’s negligence, if it occurred, was the cause of harm to West Bend.”); Roberts v. City of

Chicago, 817 F.3d 561, 565-67 (7th Cir. 2016) (affirming dismissal of ADA claims for

plaintiffs’ failure to plausibly allege causation). Winstead’s own allegations sink her causation

argument. There was no error here.

In any event, Winstead’s Alleged Credit Monitoring Costs Would NotB.
Constitute Actual Damages Sufficient to State an ICFA Claim

The district court alternatively held that “even if Winstead’s decision [to renew credit

monitoring] was made solely on the basis of the security breach, it still would not be redressable

as it is not an actual injury.” SA 31. This too was correct.

Illinois law is settled: To state an ICFA claim, a plaintiff must allege “actual damage,”

and “under the ICFA, a plaintiff does not suffer actual damage simply because of the increased

risk of future identity theft or because the plaintiff purchased credit monitoring services.” In re

Michaels Stores Pin Pad Litig., 830 F. Supp. 2d 518, 526 (N.D. Ill. 2011); accord Cooney v. Chi.

Pub. Sch., 943 N.E.2d 23, 31 (Ill. App. Ct. 1st Dist. 2010) (dismissing ICFA claims where

plaintiffs “alleged actual damages because the disclosure put them at increased risk of future

identity theft” and purchased “credit monitoring services”); Worix v. MedAssets, Inc., 857 F.

Supp. 2d 699, 706 (N.D. Ill. 2012) (“[The] alleged increased risk of identity theft, including the

present and future costs of credit monitoring services could not constitute actual damage under

the ICFA.” (internal quotation marks omitted)).

Moyer v. Michaels Stores, Inc., No. 14 C 561, 2014 WL 3511500 (N.D. Ill. July 14,

2014), is particularly instructive. There, the plaintiffs sued a retail store after it suffered a data

breach that compromised customer credit and debit cards. Id. at *1. The plaintiffs sued for breach

Case: 17-2408      Document: 11            Filed: 09/20/2017      Pages: 44



14

of implied contract and violation of the ICFA, seeking “compensation for past and future credit

monitoring services that they have obtained in response to the compromise of their personal

data.” Id. at *6. Relying on the Appellate Court of Illinois’s decision in Cooney, supra, the

district court dismissed the case for failure to state a claim, holding that the “purchase of credit

monitoring protection . . . falls short of constituting an economic injury under Illinois law.” Id. at

*7.

Notably, the Moyer court also relied heavily on this Court’s decision in Pisciotta v. Old

National Bancorp, 499 F.3d 629 (7th Cir. 2007). In Pisciotta, the plaintiffs brought a putative

class action against a bank that had experienced a data breach where hackers obtained access to

“the confidential information of tens of thousands” of customers. Id. at 631. Plaintiffs asserted

claims under Indiana state law, seeking damages for “credit monitoring costs incurred by the

plaintiffs.” Id. at 635. This Court affirmed the dismissal on the pleadings, holding that “[w]ithout

more than allegations of increased risk of future identity theft, the plaintiffs have not suffered a

harm that the law is prepared to remedy.” Id. at 639. The court in Moyer found that “as in

Pisciotta, Plaintiffs’ claims must be dismissed because they have failed to plead a required

element of their Illinois law claims for breach of contract and consumer fraud: actual monetary

damages.” Moyer, 2014 WL 3511500, at *7; see also Ponder v. Pfizer, 522 F. Supp. 2d 793, 796

(M.D. La. 2007) (noting that “the Seventh Circuit rejected plaintiffs’ claims for ‘compensation

for past and future credit monitoring services’” (quoting Pisciotta)).

Here, the district court correctly rejected Winstead’s identical claims seeking credit

monitoring costs. Citing Cooney and Moyer, the court properly held that Winstead’s claim was

“not an actual injury.” SA 31. That was a straightforward application of Illinois law, and also

aligns with the prevailing view in data breach cases nationwide. See, e.g., Kuhns v. Scottrade,
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Inc., -- F.3d --, 2017 WL 3584046, at *2 (8th Cir. Aug. 21, 2017) (affirming Rule 12(b)(6)

dismissal of Missouri breach of contract claim in data breach case seeking “financial costs of

monitoring their credit”); In re: U.S. Office of Pers. Mgmt. Data Sec. Breach Litig., No. MC 15-

1394 (ABJ), 2017 WL 4129193, *28 (D.D.C. Sept. 19, 2017) (“And those plaintiffs who

purchased credit monitoring services or incurred other expenses to prevent future identity theft,

have not suffered actual damages because expenditures undertaken voluntarily to prevent

possible future harm do not constitute actual damages attributable to [defendant]”); Dugas v.

Starwood Hotels & Resorts Worldwide, Inc., No. 3:16-CV-00014, 2016 WL 6523428, at *11

(S.D. Cal. Nov. 3, 2016) (plaintiff failed to state a claim where he “alleged that unauthorized

charges were made on his credit card, that he will incur damages to monitor identity theft . . .

none of these allegations demonstrate that Plaintiff has suffered a loss of money or property.”);

Holmes v. Countrywide Fin. Corp, No. 5:08-CV-00205-R, 2012 WL 2873892, at *7 (W.D. Ky.

July 12, 2012) (“Construing the reach of state law and the requirement to show a compensable

injury, case after case has discarded claims by litigants to collect damages for the electronic

monitoring of their financial accounts and credit history.”); Ruiz v. Gap, Inc., 622 F. Supp.2d

908, 918 (N.D. Cal. 2009), aff’d, 380 Fed. App’x 689 (9th Cir. 2010) (dismissing data breach

contract claim seeking “costs [plaintiff] paid for credit monitoring”); Ponder, 522 F. Supp. 2d at

797 (collecting cases finding credit monitoring not cognizable economic loss); Hendricks v.

DSW Shoe Warehouse, Inc., 444 F. Supp. 2d 775, 782-83 (W.D. Mich. 2006) (dismissing data

breach claim under Rule 12(b)(6) finding that credit monitoring is not a cognizable economic

loss).4

4 Although Plaintiff Dieffenbach’s brief does not assert credit monitoring expenses as an
economic loss, such costs also are not cognizable injuries under California law. See SA 30-31
(citing In re Sony Gaming Networks & Customer Data Sec. Breach Litig., 903 F. Supp. 2d 942,

Footnote continued on next page
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Winstead does not dispute that the Appellate Court of Illinois in Cooney held that credit

monitoring is not a cognizable loss, but tries to brush it aside as “factually distinguishable . . .

and contrary to Illinois precedent.” Pls. Br. 15. But Cooney addressed a legal, not factual

question. And Winstead does not identify a single Illinois case—not one—calling Cooney into

question or finding credit monitoring expenses cognizable under Illinois law. See Pisciotta, 499

F.3d at 635 (“[W]hen the intermediate appellate courts of the state have spoken to the issue, we

shall give great weight to their determination about the content of state law, absent some

indication that the highest court of the state is likely to deviate from those rulings.”). To the

contrary, Cooney has repeatedly been cited favorably by Illinois state and federal courts. Bovay

v. Sears, Robuck and Co., No. 1-14-2672, 2017 WL 660595, at *13 (Ill. App. Ct. Jan. 6, 2017)

(recognizing that Cooney “rejected the plaintiffs’ contention that the purchase by some plaintiffs

of credit monitoring services constituted an actual economic injury”) (internal quotation marks

omitted); Moyer, 2014 WL 3511500, at *7 (relying on Cooney); In re Michaels Stores Pin Pad

Litig., 830 F. Supp. 2d at 526 (same).5

Footnote continued from previous page

966 (S.D. Cal. 2012) (“[H]eightened risk of identity theft, time and money spent on mitigation of
that risk, and property value in one’s information, do not suffice as injury under the UCL, FAL,
and/or the CLRA.”)).

5 Plaintiffs also cite Toledo Peoria & W. Ry. v. Metro Waste Sys., Inc., 59 F.3d 637 (7th Cir.
1995), and Culligan Rock River Water Conditioning Co. v. Gearhart, 443 N.E.2d 1065 (Ill. App.
Ct. 1982), which are not to the contrary. Pls. Br. 12. Both recognize that a party with an
ongoing and existing injury has an obligation to take reasonable steps to minimize her damages.
See Toledo, 59 F.3d at 640-41 (allowing plaintiff to recover repair costs for damaged locomotive
engine when repair was reasonably believed to be more economical than replacement); Culligan,
443 N.E.2d at 1068 (decreasing rental value damages owed to plaintiff in a replevin action
because of plaintiff’s failure to mitigate damages by renting out property). But neither stands
for the proposition that mitigation damages themselves can constitute injury in the first instance,
see In re Michaels Stores Pin Pad Litig., 830 F. Supp. 2d at 527 (finding that plaintiffs cannot
satisfy the damages requirement under ICFA “by voluntarily incurring costs in response to a
defendant’s act”).
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Plaintiffs alternatively argue that the First Circuit’s decision in Anderson v. Hannaford

Brothers Company, 659 F.3d 151 (1st Cir. 2011), should control. Pls. Br. 13. But Anderson

applied Maine law, not Illinois’s ICFA. In any case, the court took pains to note that its inquiry

was based “on the facts” there. Id. at 164. And unlike Illinois, the Maine courts had not

addressed the question. In a case like this one, “when given a choice between an interpretation of

state law which reasonably restricts liability, and one which greatly expands liability, we should

choose the narrower and more reasonable path.” Pisciotta, 499 F.3d at 636.

Finally, Winstead argues that this Court’s decisions in Remijas v. Neiman Marcus Group,

LLC, 794 F.3d 688 (7th Cir. 2015), and Lewert v. P.F. Chang’s China Bistro, Inc., 819 F.3d 963

(7th Cir. 2016), are “instructive.” Pls. Br. 13. Putting aside that those cases involved massive

data breaches decidedly unlike the one here, see infra Part IV, those decisions concerned the

requirements to establish Article III standing, not whether the plaintiffs had adequately stated a

claim under state law. Remijas, 794 F.3d at 697 (“[T]he question whether this complaint states a

claim on which relief can be granted is not properly before us.”); Lewert, 819 F.3d at 970 (same).

As this Court recognized in Pisciotta, whether there is an injury sufficient for Article III standing

is a different question from whether there is a cognizable economic loss sufficient to state a

claim under Rule 12(b)(6). 499 F.3d at 635. Indeed, in Pisciotta, the Court found standing yet

affirmed the dismissal of state law claims seeking credit monitoring expenses. Id. at 634, 640;

accord Kuhns, 2017 WL 3584046, at *4 (“[I]t is crucial not to conflate Article III’s requirement

of injury in fact with a plaintiff’s potential causes of action.”); In re SuperValu. Inc., -- F.3d --,

2017 WL 3722455, at *7 (8th Cir. Aug. 30, 2017) (recognizing that Rule 12(b)(6) presents

“higher hurdles” for plaintiffs than Article III standing); Moyer, 2014 WL 3511500 at *7
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(holding that “although Plaintiffs have standing, they have not pled the type of actual economic

damage necessary” to state a claim under Rule 12(b)(6)).

In short, Winstead had multiple chances to plead an actionable loss but could never do so.

The District Court Correctly Held That Dieffenbach Failed to State an ActionableII.
Claim Under California Statutory Law

Plaintiffs acknowledge that in order to state a claim under California’s Unfair

Competition Law (“UCL”), Dieffenbach was required to allege (a) the loss of “money or

property” and (b) “as a result of the unfair competition.” Pls. Br. 8 (quoting Cal. Bus. & Prof.

Code § 17204). The same is true for her California Customer Records Act (“CRA”) claim:

“proof of damages is a threshold hurdle for both CRA causes of action.” Dugas, 2016 WL

6523428, at *10; accord Cal. Civ. Code § 1798.84(b) (“Any customer injured by a violation of

this title may institute a civil action to recover damages.”). Dieffenbach argues—in total—that

she sufficiently alleged a loss of “money or property” and “damages” under these statutes

because she “was unable to make purchases for a few days and had to wait three days for money

to be returned to her account [and] had to wait seven days for delivery of a new debit card to

replace her compromised one. Dieffenbach also spent a number of hours with police, filing a

police report on the incident, and with bank employees sorting out the fraud on her account.”

Second Am. Compl. ¶ 13.

The district court correctly held that she failed to include sufficient facts supporting her

allegations, and, in any event, as a matter of law such alleged harms are not actionable economic

losses under the UCL and CRA.6 This Court should affirm.

6 Dieffenbach’s opening brief does not challenge the district court’s dismissal of her breach of
contract claim. Pls. Br. 8-11 (challenging only the UCL ruling); id. at 16-17 (challenging only
the CRA ruling). Additionally, Dieffenbach does not challenge the district’s rejection of her
other purported injuries, including “Dieffenbach’s allegations that she lost cell phone minutes,”

Footnote continued on next page
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Dieffenbach Pled No Lost Money or Property Under the UCL From theA.
Inconvenience and One-Week Delay to Get a Replacement Debit Card

The district court held that Dieffenbach had not plausibly alleged that she lost “money or

property” “as a result of the unfair competition” under the UCL. See SA 30. That was correct.

For one, Dieffenbach pled only vague and conclusory facts about the purported delay and

inconvenience: “Plaintiffs have not set forth any allegations about how they suffered monetary

injury due to the inconvenience of not being able to access their accounts.” Id. (emphasis added).

Dieffenbach does not allege when her “bank account was put on hold” in relation to the PIN pad

incident, why that inhibited her from “mak[ing] purchases for a few days” from existing funds,

or any details about the time she spent “sorting out” her debit card. Second Am. Compl. ¶ 13.

Nor did she allege any lost money or property from the delay or inconvenience. Indeed, she

alleged that her money was “returned to her account.” Id. Such “threadbare recitals of the

elements of a cause of action, supported by mere conclusory statements, do not suffice.” Ashcroft

v. Iqbal, 556 U.S. 662, 678 (2009).

Putting aside the pleading deficiencies, the district court correctly held that Dieffenbach

had not asserted legally actionable losses. The court found that “time spent with bank and police

employees . . . are not injuries sufficient to state a claim” and “the temporary inability to use a

bank account is not a monetary injury in itself . . . .” SA 30. That was correct, and in line with

cases decided under California’s UCL and other statutes.

In Dugas v. Starwood Hotels & Resorts Worldwide, Inc., for instance, the plaintiff

brought UCL claims stemming from a series of attacks by hackers on the hospitality industry,

Footnote continued from previous page

“lost the value of her PII,” that “she suffered emotional distress,” or any other alleged injuries.
SA 30. Dieffenbach has thus waived those arguments. See Wachovia Sec., LLC v. Banco
Panamericano, Inc., 674 F.3d 743, 758 (7th Cir. 2012).
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and “alleged that unauthorized charges were made on his credit card, that he will incur damages

to monitor identity theft, and that he has spent time responding to the unauthorized charges on

his credit card.” 2016 WL 6523428, at *11. The court held that “none of these allegations

demonstrate that Plaintiff has suffered a loss of money or property,” and dismissed the UCL

count for failure to state a claim. Id.; see also In re: U.S. Office of Pers. Mgmt. Data Sec. Breach

Litig., 2017 WL 4129193, at *28 (plaintiff who spent “time, but not money, addressing the

events” failed to state a claim in data breach action under the Privacy Act); In re Michaels Store

Pin Pad Litig., 830 F. Supp. 2d at 527 (“Michaels is correct that Plaintiffs suffered no actual

injury under the ICFA if Plaintiffs were reimbursed for all unauthorized withdrawals and bank

fees and, thus, suffered no out-of-pocket losses.”); Alonso v. Blue Sky Resorts, 179 F. Supp. 3d

857, 865 (S.D. Ind. 2016) (allegations that plaintiff spent time replacing credit card and

automatic payment caused delinquency in paying bill, cannot “support a plausible claim” under

Indiana or Kentucky law).7 This rule makes good sense: “[T]here is no way to value and

recompense the time and effort that consumers spent in reconstituting their bill-paying

arrangements or talking to bank representatives to explain what charges were fraudulent. Those

are the ordinary frustrations and inconveniences that everyone confronts in daily life with or

without fraud or negligence.” In re Hannaford Bros. Co. Customer Data Sec. Breach Litig., 613

F. Supp. 2d 108, 134 (D. Me. 2009), aff’d in part, rev’d in part on other grounds, Anderson v.

7 In the opening brief, Winstead also states (in two conclusory sentences) that she was injured
because her “card was deactivated, leaving her without use of the card until a replacement card
arrived.” Pls. Br. 1; id. 12. But Winstead never provided any argument or support for those
assertions under Illinois law, focusing instead exclusively on credit monitoring and mitigation
costs. Those arguments are thus waived. Wachovia, 674 F.3d at 758; Sere v. Bd. of Trustees of
Univ. of Ill., 852 F.2d 285, 287 (7th Cir. 1988) (appellant’s opening brief must identify issues
and “the issues must be supported by appropriate judicial authority.”). In any case, Winstead’s
alleged inconvenience and delay injuries fail for the same reason as Dieffenbach’s.
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Hannaford Bros. Co., 659 F.3d 151 (1st Cir. 2011). “The same is true for a consumer’s

temporary lack of access to funds or credit.” Id. Dieffenbach does not cite a single data breach

decision—not one—holding that delay and inconvenience constitute cognizable economic losses

to state a claim for relief. Indeed, courts have found that delay and inconvenience are insufficient

to establish Article III standing, much less state a claim under Rule 12(b)(6). See Kuhns, 2017

WL 3584046, at *4 (“[M]assive class action litigation should be based on more than allegations

of worry and inconvenience.”); Engl v. Nat. Grocers by Vitamin Cottage, Inc., No. 15-CV-

02129, 2016 WL 8578096, at *6-7 (D. Colo. June 20, 2016), report and recommendation

adopted, No. 15-CV-02129, 2016 WL 8578252 (D. Colo. Sept. 21, 2016) (recognizing that

although “apprehension and inconvenience” may accompany a data breach, a plaintiff lacks

standing where she identifies no repercussions of the incident “other than his own remedial

efforts”).

This places Dieffenbach in a vastly different position from the plaintiff in the only case

she relies on, Marentes v. Impac Funding Corp., No. G047973, 2014 WL 2157539 (Cal. Ct.

App. May 23, 2014). See Pls. Br. 9-10. In that unpublished decision (which, as far as Barnes &

Noble can tell, has never been cited in any other case), the plaintiffs specifically pled that they

paid nearly $4,000 in unlawful upfront mortgage application fees, and alleged that “for at least

six months they lost money and/or credit,” including the credit card interest they paid on the

unlawful fees. Id. at *1, *4. Unlike the plaintiff in Marentes, Dieffenbach does not allege any

details, much less lost interest from having “to wait three days for money to be returned to her

account.” Second Am. Compl. ¶ 13. Nor did she allege any other time-value-of-money losses for

those days. With good reason: it is not plausible. The district court thus properly dismissed her
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allegations on the failure to allege any facts supporting a loss of “money or property” or

“damages.” See SA 30.

Dieffenbach’s Overpayment “Benefit of the Bargain” Theory of DamagesB.
Failed to State a Claim Under the UCL

Dieffenbach also made a conclusory allegation that she “lost [the] benefit of the bargain.”

Second Am. Compl. ¶ 13. The district court had already twice rejected this overpayment theory

of injury for all Plaintiffs. SA 9 (first dismissal); id. at 19 (second dismissal). In dismissing the

Consolidated Complaint, the court found the argument “not persuasive” to establish even Article

III standing, “particularly as Plaintiffs have not pled that Barnes & Noble charged a higher price

for goods whether a customer pays with credit, and therefore, that additional value is expected in

the use of a credit card.” Id. at 9. Dieffenbach’s First Amended Complaint sought to cure this

deficiency by adding that, “On information and belief, the cost to Barnes & Noble of collecting

and safeguarding PII is built into the purchase price of all of its products sold at its stores,

regardless of whether a product is purchased via cash, credit card, or debit card.” First Am.

Compl. ¶ 71. But the district court held that this conclusory addition failed to plausibly state a

claim under Rule 12(b)(6): “[W]here defendants charged the same price whether or not they

obtain personal information from the plaintiff, the ‘value’ of that information cannot be found to

be plausibly factored into the sale price.” SA 19.

The Second Amended Complaint did not add further details about the purported

overpayments, and instead Dieffenbach simply included a single sentence that she was deprived

the benefit of the bargain. Second Am. Compl. ¶ 13. She did not identify the products purchased,

the price, or that the cash and credit prices were different. The district court thus correctly

rejected the theory for the same reason it had in the past. SA 31. Far from being error, courts

repeatedly have rejected the benefit of the bargain theory for UCL or other claims. See In re
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LinkedIn User Privacy Litig., 932 F. Supp. 2d 1089, 1094 (N.D. Cal. 2013) (“The economic loss

Plaintiff alleges—not receiving the full benefit of the bargain—cannot be the ‘resulting damages’

of this alleged breach.”); see also Sabo v. Wellpet LLC, -- F. Supp. 3d --, 2017 WL 1427057, at

*3 (N.D. Ill. Apr. 21, 2017) (“While it is true that . . . plaintiff claims to have paid more for the

product than they were actually worth, without any factual foundation to moor his subjective

estimation of the products’ worth, I find this allegation too speculative to support an inference of

actual damages.”) (internal quotation marks omitted); Sterk v. Best Buy Stores, No. 11 C1894,

2012 WL 5197901, at *7 (N.D. Ill. Oct. 17, 2012) (“[B]ecause Defendants charge the same price

whether or not it obtains personal information [from the plaintiff], the ‘value’ of that information

cannot be found to be plausibly factored into the sale price.”).

Beyond that, the district court correctly observed that this Court in Remijas had called

into question the overpayment theory as a matter of law, characterizing it as “dubious” even for

more lenient Article III standing purposes. Remijas v. Neiman Marcus Grp., LLC, 794 F.3d 688,

694 (7th Cir. 2015); accord Lewert v. P.F. Chang’s China Bistro, Inc., 819 F.3d 963, 968 (7th

Cir. 2016) (expressing skepticism over similar theories of harm); In re SAIC Backup Tape Data

Theft Litig., 45 F. Supp. 3d 14, 30 (D.D.C. 2014) (“To the extent that Plaintiffs claim that some

indeterminate part of their premiums went toward paying for security measures, such a claim is

too flimsy to support standing.”); Duqum v. Scottrade, Inc., No 4:15-CV-1537, 2016 WL

3683001, at *6-7 (E.D. Mo. July 12, 2016) (“A majority of courts have found that similar

allegations of loss of bargained-for services in data breach cases are not sufficiently concrete to

satisfy the injury in fact requirement of Article III standing”). The district court did not err in

concluding that “Remijas specifically cast doubt on whether such harms would be sufficient even

to establish standing, much less to establish out of pocket losses.” SA 19.
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The decisions relied on by Dieffenbach (Pls. Br. 9-11), are thus contrary to this Court’s

extreme skepticism on the legal viability of the benefit of the bargain theory, and the rejection of

the theory in the majority of data breach cases generally. In any event, In re Anthem, Inc. Data

Breach Litig., No. 15-MD-02617, 2016 WL 3029783 (N.D. Cal. May 27, 2016) and In re Sony

Gaming Networks & Customer Data Sec. Breach Litig., 996 F. Supp. 2d 942 (S.D. Cal. 2014),

are distinguishable.

In Anthem, the plaintiffs alleged facts plausibly showing that the product included a

premium for data protection. The plaintiffs alleged that the defendants had expressly promised to

provide such privacy protections in various contracts with the plaintiffs. See Anthem, 2016 WL

3029783, at *13. In addition, Anthem distinguished situations where both paying and non-paying

customers experienced the same level of security, thereby undermining any argument that there

was any premium for security protection worked into the price. Id. at *14. Here, Plaintiffs failed

to allege that cash and credit purchasers paid different prices, which similarly undermines any

argument that the cost of security was worked into the price of the product. And in Sony, unlike

here, the product that allegedly diminished in value was the same as was impacted by the breach,

resulting in actual interruption in use. Sony, 996 F. Supp. 2d at 993. These decisions do nothing

to salvage Dieffenbach’s claims.

The District Court Correctly Held That Dieffenbach Failed to AllegeC.
“Damages” Under the CRA

The CRA contains provisions relating to reasonable security requirements and the

requirement and timing of some data breach notifications. While Dieffenbach originally alleged

a violation only of the notice requirement, she later changed tack to allege only a violation of the
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security provisions.8 In either event, her failure to allege any actual damages dooms the claim,

because under the CRA, only a “customer injured by a violation of” of the statute “may institute

a civil action to recover damages.” Cal. Civ. Code § 1798.84(b). In dismissing the CRA claim

for a second time on this basis for failure to state a claim, the district court found that “the kinds

of injury that will ground a [CRA] claim are coextensive with those that will ground a claim

under the UCL” and thus dismissed the CRA claim for the same reasons it dismissed the UCL

claims for failure to allege plausible damages. SA 30.

Dieffenbach assigns only one point of error to this decision. She argues that because the

district court found that she had Article III standing to assert her CRA claim, that necessarily

satisfied the actual damages element of the statute. Pls. Br. 17. That is wrong.

This again confuses the difference between establishing Article III injury with stating a

claim for damages under Rule 12(b)(6). “‘Actual damages’ means something more than harm

that ‘satisfies the injury-in-fact and causation requirements of Article III standing.’” Brooks Grp.

& Assocs., Inc. v. LeVigne, No. 12-2922, 2014 WL 1490529, at 8 n.48 (E.D. Pa. Apr. 15, 2014);

accord Doe v. Chao, 540 U.S. 614, 624-25 (2004) (“That is, an individual subjected to an

adverse effect has injury enough to open the courthouse door, but without more has no cause of

action for damages under the Privacy Act.”).

Indeed, federal courts in California recognize that Article III “injury in fact” and CRA

“damages” are not the same, and that what may suffice as injury for standing purposes may not

8 The court dismissed the notice claim alleged in the First Amended Complaint for “fail[ing] to
plead facts that would establish [] a causal connection between the six-week delay in reporting
the Barnes & Noble breach and any damages suffered by Dieffenbach.” SA 25. In the Second
Amended Complaint Dieffenbach changed the basis for the CRA claim, no longer relying “on a
theory of untimely notice but now claims that Barnes & Noble did not maintain reasonable
security measures.” Id. at 30.
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suffice for purposes of damages under the CRA. See Boorstein v. Men’s Journal LLC, No. CV-

12-771, 2012 WL 2152815, at *3 (C.D. Cal. June 14, 2012); Miller v. Hearst Commc’ns, Inc.,

No. CV 12–0733, 2012 WL 3205241 at *6 (C.D. Cal. Aug. 3, 2012) (“Plaintiff argues that such

an ‘informational injury’ [under Article III] is sufficient to supply statutory standing . . . Judge

Fischer rejected this argument in Boorstein.”).9 As the Boorstein court held, even if a plaintiff

has alleged sufficient injury-in-fact for purposes of Article III standing, the remedy provision of

the CRA “expressly requires an injury resulting from a violation. Thus, a violation of the statute,

without more, is insufficient.” 2012 WL 2152815 at *3. The court went on to hold that “[i]f

injury exists based solely on the consumer’s expectation that the defendant will not violate a law,

then injury exists in any situation where a business violates a law, regardless of whether there is

actual harm to the consumer. This type of injury is not cognizable under the [statute].” Id. at *4.

In order to determine what kinds of injury are actionable under the CRA, the court in

Boorstein looked to UCL case law for guidance on what constitutes actionable damages.

Boorstein, 2012 WL 2152815, at *3. This is precisely what the district court did below, holding

that “the kinds of injury that will ground a [CRA] claim are coextensive with those that will

ground a claim under the UCL” and finding that, just as Dieffenbach failed to allege damages

under the UCL, so too had she failed to do so under the CRA. SA 30. The district court’s

analysis was correct.

Dieffenbach’s argument rests entirely on a misstatement of the law set forth in In re

Adobe Systems Inc. Privacy Litigation, 66 F. Supp. 3d 1197 (N.D. Cal. 2014). The Adobe court

9 Although Miller and Boorstein involved alleged statutory violations of California’s “Shine the
Light” (“STL”) law found at Cal. Civ. Code § 1798.83, both cases interpreted Cal. Civ. Code
§ 1798.84(b), the remedies provision for both the STL and CRA, requiring a plaintiff to allege
“damages” caused by a violation of the CRA or STL.
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stated, with no analysis, that “other courts in the Ninth Circuit have found that an injury that

satisfies Article III’s injury-in-fact standard suffices to establish statutory injury under the CRA.”

Pls. Br. 17 (quoting Adobe, 66 F. Supp. 3d at 1218). But the “other courts” cited by Adobe are

none other than Boorstein and Miller, which as discussed in the preceding paragraphs, held

precisely the opposite. The district court here correctly recognized the difference between injury-

in-fact under Article III and the element of “damages” to state a claim for relief under Rule

12(b)(6). This Court should affirm.

There Are Numerous Alternative Grounds for AffirmanceIII.

This Court may affirm the dismissal on any ground supported by the record. Slaney v.

The Int’l Amateur Athletic Fed’n, 244 F.3d 580, 597 (7th Cir. 2001). Though it is unnecessary to

reach them, Plaintiffs’ claims fail for several additional reasons.

First, in support of her ICFA claim, Winstead fails to allege any unfair or deceptive

practice. A practice is unfair only if causes substantial injury. See Robinson v. Toyota Motor

Credit Corp., 775 N.E.2d 951, 960-61 (Ill. 2002). Winstead merely added the words “substantial

injury” to the Complaint. Second Am. Compl. ¶ 110. But such “threadbare recitals of the

elements of a cause of action, supported by mere conclusory statements, do not suffice” to state a

claim. Ashcroft v. Iqbal, 556 U.S. 662, 678 (2009).

Winstead’s ICFA claim fails for the additional reason that a practice can be deemed

“deceptive” only if the plaintiff alleges some deceptive communication from the defendant: “If

there has been no communication with the plaintiff, there have been no statements and no

omissions . . . A consumer cannot maintain an action under the Illinois Consumer Fraud Act

when the plaintiff does not receive, directly or indirectly, communication or advertising from the

defendant.” De Bouse v. Bayer AG, 922 N.E.2d 309, 316 (Ill. 2009). Winstead fails to identify

any such deceptive communication. And Winstead’s argument that she was deceived by Barnes
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& Noble’s failure to disclose purportedly inadequate security measures has been rejected in data

breach cases. See In re Michaels Pin Pad Litig., 830 F. Supp. 2d 518, 525 (N.D. Ill. 2011)

(finding that where plaintiffs “identify no communication by Michaels which contained this

allegedly deceptive omission,” they fail to allege a deceptive practice). Although Winstead

alleges that Barnes & Noble “omitted . . . material facts from Plaintiffs and Class members

regarding the inadequate security of its PIN pad devices” (Second Am. Compl. ¶ 103), she does

not identify any communication from Barnes & Noble in which the alleged omission appeared.

Second, Dieffenbach’s claim under the CRA also fails to state a claim for independent

reasons. Dieffenbach alleges a violation of CRA § 1798.81.5, which requires businesses to

“implement and maintain reasonable security procedures and practices appropriate to the nature

of the information, to protect the personal information from unauthorized access, destruction,

use, modification, or disclosure.” Cal. Civ. Code § 1798.81.5. But Dieffenbach alleges no facts

supporting this allegation, instead simply regurgitating the elements of the claim: that “Barnes &

Noble failed to implement and maintain reasonable security procedures and practices appropriate

to the nature of the information, to protect the personal information from unauthorized access,

destruction, use, modification, or disclosure.” Second Am. Compl. ¶ 119. This is merely a

“recitation of a cause of action’s elements,” which the Supreme Court has made clear “will not

do.” Bell Atl. Corp. v. Twombly, 550 U.S. 544, 545 (2007). Moreover, in order to state a claim

under the CRA, a plaintiff must demonstrate that she has suffered damages “by [the] violation.”

Cal. Civ. Code § 1798.84(b); see also Dugas v. Starwood Hotels & Resorts Worldwide, Inc., No.

3:16-CV-00014, 2016 WL 6523428, at *10 (S.D. Cal. Nov. 3, 2016). As demonstrated above,

Dieffenbach has failed to allege any damages caused by the 2012 security incident and as such,
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no injury attributable to any alleged failure by B&N to “maintain reasonable security

procedures.”

Finally, with respect to Dieffenbach’s UCL claim, beyond the failure to allege any loss of

money or property, the Second Amended Complaint still fails to allege any facts sufficient to

demonstrate an unfair practice. Dieffenbach’s grievance is that Barnes & Noble engaged in

unfair conduct by failing to maintain reasonable security measures. Second Am. Compl. ¶ 132.

The Second Amended Complaint alleges that the “harmful impact upon members of the general

public . . . resulting from Barnes & Noble’s conduct . . . far outweighs any reasons for [sic]

justification by Barnes & Noble” (see id. ¶ 133), but does not set forth any facts demonstrating

what such “harmful impact” is. These allegations are precisely the “labels and conclusions” and

“formulaic recitation[s] of the elements of a cause of action” that the Supreme Court has held are

insufficient. Twombly, 550 U.S. at 555. And while Dieffenbach asserts a claim for “unlawful”

practices, she does not identify any violation of law other than her CRA claim, which fails as

discussed above. For these alternative reasons, too, this Court can affirm.

Plaintiffs Also Lacked Article III StandingIV.

The district court found that Plaintiffs had met their burden to establish Article III

standing under this Court’s decision in Remijas v. Neiman Marcus Group, LLC, 794 F.3d 688,

694 (7th Cir. 2015). SA 15-17; id. at 29. Defendant respectfully contends that Remijas is both

distinguishable and erroneous, and this Court should dismiss this action for lack of standing.

First, the Remijas data breach involved a massive computer system malware attack

through which hackers swept hundreds of thousands of customers’ personal information. In

concluding that plaintiffs had standing even without having personally suffered an injury, this

Court relied on the undisputed fact that 350,000 cards were implicated and that 9,200 “were

known to have been used fraudulently.” Remijas, 794 F.3d at 690; see also Lewert v. P.F.
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Chang’s China Bistro, Inc., 819 F. 3d 963, 968 (7th Cir. 2016) (finding standing where “all of

[PF Chang’s] stores in the United States” were affected by the data breach and plaintiff incurred

multiple fraudulent charges following the breach).

Numerous courts have thus found Remijas does not control where the data breach and

alleged misuse are not vast and do not suggest any imminent future misuse. See Whalen v.

Michael Stores Inc., 153 F. Supp. 3d 577, 583 (E.D.N.Y. 2015) (“[O]ne critical distinction in

[Remijas] is that 9,200 of those customers experienced fraudulent charges following the breach.

By contrast, Whalen’s Complaint only indicates that she was affected, and even she did not

suffer any out-of-pocket losses.”) (citation omitted), aff’d 689 Fed. App’x 89, 91 n.1 (2d Cir.

2017) (“These shortcomings in Whalen’s complaint distinguish her case from two Seventh

Circuit cases, both involving vendor data breaches . . . .”); In re SuperValu, Inc., -- F.3d --, 2017

WL 3722455, at *5 (8th Cir. Aug. 30, 2016) (“Although others have ruled that a complaint could

plausibly plead that the theft of a plaintiff’s personal or financial information creates a

substantial risk that they will suffer identity theft sufficient to constitute a threatened injury in

fact, see, e.g., Remijas, 794 F.3d at 692-93, we conclude that plaintiffs have not done so here.”);

Duqum v. Scottrade, Inc., No 4:15-CV-1537, 2016 WL 3683001, at *5 (E.D. Mo. July 12, 2016)

(finding Remijas “factually distinguishable. The 9,200 fraudulent charges in Remijas

demonstrated that the hackers in that case intended to use, were capable of using, and were

actually using the stolen data to create fraudulent credit card charges”); Unchageri v. Carefirst of

Md., No. 16-1068, 2016 WL 8255013, at *2 (C.D. Ill. Nov. 14, 2016) (“Plaintiff’s case is

distinguishable from both Remijas and Lewert . . . .”). Like those cases, this case does not present

factually based claims of widespread, common impact, but rather highly individualized,

peculiar—and far-fetched—claims of injury without a clear tether to the underlying incident.
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Beyond that, the Court in Remijas found standing warranted because the plaintiffs in the

case alleged facts demonstrating a “substantial risk of harm.” Remijas, 794 F.3d at 693. But

Winstead and Dieffenbach expressly concede that they received new credit or debit cards to

replace the ones they claim were potentially compromised. Second Am. Comp. ¶¶ 13, 15.

Plaintiffs therefore currently do not face any risk of future harm in the form of fraudulent activity

on their cards, let alone a risk that is “certainly impending” or “substantial.” Remijas, 794 F.3d at

692-93 (citing Clapper v. Amnesty Int’l USA, 133 S. Ct. 1138, 1147, 1150 n.5 (2013)). The data

at issue here is unlikely to ever result in identity theft. In In re SuperValu, Inc., for instance, the

Eighth Circuit recently noted that a government report cited by the plaintiffs there, the same

report relied on by Winstead and Dieffenbach (e.g., Second Am. Compl. ¶ 45, 47), found that

credit and debit card breaches rarely result in unauthorized accounts or identity theft. 2017 WL

3722455, at *5; see also Alonso v. Blue Sky Resorts, LLC, 179 F. Supp. 3d 857, 864 (S.D. Ind.

2016) (noting that once credit or debit “cards have been canceled, future risk of injury is

essentially nonexistent[;] [t]hus, any future harm is highly speculative and not certainly

impending”); Dugas, 2016 WL 6523428, at *5 (“[B]ecause the credit card has since been

cancelled, the Court finds that Plaintiff has not sufficiently alleged the credible threat of future

identity theft in order to plead injury in fact . . . .”); Engl v. Nat. Grocers by Vitamin Cottage

Inc., No. 15-cv- 02129, 2016 WL 8578252, at *6 (D. Colo. Sept. 21, 2016) (“Once the card was

cancelled, its number, expiration date and security code were rendered useless . . .”). “Moreover,

as the breaches fade further into the past, the Plaintiffs’ threatened injuries become more and

more speculative.” Beck v. McDonald, 848 F.3d 262, 275 (4th Cir. 2017) (internal quotation

marks and citation omitted). In contrast to Remijas, here it is simply no longer “plausible to infer
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that the plaintiffs have shown a substantial risk of harm” from the 2012 security incident.

Remijas, 794 F.3d at 693.

Second, respectfully, both Remijas and this Court’s decision in Lewert (which in turn

relied heavily on Remijas) applied an “objectively reasonable likelihood” standard that the

Supreme Court rejected in Clapper. 133 S. Ct. at 1147. This holding has resulted in a circuit

split. E.g., Galaria v. Nationwide Mut. Ins. Co., 663 Fed. App’x 384, 389 n.2 (6th Cir. 2016)

(“Remijas and Lewert both cite the Supreme Court’s decision in Clapper [], for the proposition that

an ‘objectively reasonable likelihood’ of injury is sufficient to support standing, but Clapper

expressly rejects that standard.”) (citations omitted); Alonso, 179 F. Supp. 3d at 864 (noting that

Remijas’s standard is “at odds with binding Supreme Court precedent governing standing,”

which requires that “[a]ny threat of injury must be certainly impending”); Duqum, 2016 WL

3683001, at *5 (finding Remijas and Lewert “less consistent with Clapper’s holding that a

threatened injury must be ‘certainly impending’ to satisfy the injury-in-fact requirement, as well

as its suggestion that courts should be ‘reluctant to endorse standing theories that rest on

speculation about decisions of independent actors.’” (quoting Clapper, 133 S.Ct. at 1147-50)).

Relatedly, this Court’s holding in Remijas and Lewert, including that a mere increased risk of

future harm is sufficient to establish standing in a data breach lawsuit, are contrary to the

holdings of other Circuit courts.10

10 E.g., Beck, 848 F.3d at 273 (“Our sister circuits are divided on whether a plaintiff may
establish an Article III injury-in-fact based on an increased risk of future identity theft”); Engl,
2016 WL 8578096, at *6 (“[P]ost-Clapper, a number of other courts have addressed the issue,
resulting in a split of authority on both the district and circuit court level.”); Duqum, 2016 WL
3683001, at *5 (discussing diverging case law and finding that “to the extent that these cases
[Remijas, Lewert, and Krottner v. Starbucks Corp., 628 F.3d 1139 (9th Cir. 2010)] cannot be
distinguished from the instant case, the Court finds them less persuasive than the cases cited by
Defendant, because they are less consistent with Clapper’s holding”); see also Bradford C.
Mank, Data Breaches, Identity Theft, and Article III Standing: Will the Supreme Court Resolve

Footnote continued on next page
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Indeed, the D.C. Circuit recently recognized the potential that cases such as Remijas may

be overturned by the Supreme Court, and accordingly stayed the effect of its own decision

concerning a data breach to allow the defendants to file a petition for a writ of certiorari in the

Supreme Court. Attias v. CareFirst, Inc., No. 16-7108, Order, Sept. 6, 2017 (D.C. Cir.) (ECF No.

1691581). Defendants in that case had argued to the D.C. Circuit that Supreme Court review was

likely because of the diverging approaches to standing in the data breach context, including this

Court’s decision in Remijas. See Appellees’ Mot. For Stay of Mandate Pending Filing of Petition

for a Writ of Certiorari, Attias v. CareFirst, Inc., No. 16-7108 (D.C. Cir. Aug. 31, 2017) (ECF

No. 1690976).

In sum, under a proper application of Remijas, the Court should find the case

distinguishable and that Plaintiffs lack standing here. If the Court finds standing, it should

nevertheless affirm the district court’s dismissal of the action under Rule 12(b)(6). But if the

Court finds dismissal unwarranted under Rule 12(b)(6), Defendant respectfully submits that

Remijas was wrongly decided and that this Court sitting en banc or the Supreme Court should

review the standing questions that have divided the circuit courts.

Footnote continued from previous page

the Split in the Circuits?, 92 Notre Dame L. Rev. 1323, 1327 (2017) (“In light of the continuing
split in the circuits regarding Article III standing in data breach and fraudulent reporting cases,
the Supreme Court will eventually have to address this important question.”); Megan Dowty,
Life is Short. Go to Court: Establishing Article III Standing in Data Breach Cases, 90 S. Cal. L.
Rev. 683, 686 (2017) (“The Supreme Court has not yet set a uniform standard for what
constitutes injury in the context of data breaches. As a result, there is a circuit split as to how
much injury is sufficient.”).
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CONCLUSION

The district court thoughtfully considered the allegations, and lack thereof, in this data

breach case, devoting substantial time and indulging repeated amendments and efforts to cure the

deficiencies. But after five years and three dismissals, the case should be put to rest. The

dismissal should be affirmed.
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